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Abstract— This study focuses on the development of 

a Machine Learning Algorithms and Hybrid Model 

that combines Naïve Bayes and all other algorithms 

which are the XGBoost, Support Vector Machine, 

Random Forest and Decision Tree to enhance the 

detection of phishing websites. The system was 

trained and tested using three datasets (Dataset1, 

Dataset2 and Dataset3) with various train-test split 

(50%-50%, 60%-40%, 70%-30%, 80%-20%, and 

90%-10%) to evaluate its performance under 

different conditions. The preprocessing stage 

included normalization, feature selection, and data 

balancing using SMOTE to improve accuracy. To 

validate the model, 10-Fold Cross Validation was 

applied to ensure consistency and prevent 

overfitting. The system's performance was assessed 

using key evaluation metrics such as accuracy, 

precision, recall, and F1-score. The results revealed 

the XGBoost and hybrid model is Naïve Bayes and 

Decision Tree classifiers, demonstrating higher  

detection accuracy and reliability. 
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I. INTRODUCTION 

 

Phishing is a cybercrime whereby a target 

unsuspectingly discloses sensitive information, 

including usernames, passwords, and credit card data, 

through impersonation of a trusted entity in electronic 

communications. Normally carried out through emails, 

messages, or fake websites, phishing attacks prey on 

human psychology and social engineering tactics to 

trick a victim. According to the Anti-Phishing Working 

Group, phishing is still one of the most common online 

threats, with millions of phishing attempts being 

reported across the world each year [1]. 

 

This study supports the United Nations' 

Sustainable Development Goals (SDGs) [2], 

particularly SDG 9: Industry, Innovation, and 

Infrastructure and SDG 16: Peace, Justice, and  

Strong Institutions. SDG 9 focuses on building resilient 

infrastructure, promoting innovation, and advancing 

technology. As cyber threats lik phishing attacks 

continue to grow, strengthening cybersecurity measures 

is essential in protecting businesses, organizations, and 

individuals from online fraud. By improving phishing 

detection models, this research contributes to the 

development of more reliable and secure digital 

infrastructures, ensuring safer online transactions and 

communications. 

 

       Meanwhile, SDG 16 aims to promote peace, justice, 

and strong institutions, which includes ensuring security in both 

physical and digital spaces. Phishing is a form of cybercrime that 

targets individuals and organizations by tricking them into 

giving away sensitive information. This study helps in the fight 

against cybercrime by providing effective methods to detect and 

prevent phishing attacks. Strengthening cybersecurity systems 

supports the protection of personal data, financial assets, and 

institutional security, ultimately contributing to a safer and more 

trustworthy digital environment [2]. 

 

II. REVIEW OF RELATED LITERATURE 

 

A. Comparative Study of Machine Learning Algorithms 

for Phishing Website Detection 

The primary goal of this research project [12] 

was to determine the most Effective Machine-Learning 

Model for detecting phishing domains. To achieve this, 

they evaluated seven Machine-Learning Techniques: 

Logistic Regression (LR), K-Nearest Neighbors (KNN), 

Support Vector Machines (SVM), Naive Bayes (NB), 

Decision Trees (DT), Random Forests (RF), and 

Gradient Boosting.  

 

The analysis concluded that Gradient Boosting 

and Random Forest emerged as the best-performing 

models across various evaluation metrics. Decision 

Trees, K-Nearest Neighbors, and Logistic Regression 

also demonstrated competitive performance. However, 

the Naive Bayes Classifier significantly underperformed 

compared to the other models, suggesting a need for 

further research and improvements. By understanding 

the strengths and limitations of each model, more 

informed decisions can be made when selecting the 

optimal model for phishing detection [12]. For detailed 

evaluation results, refer to Table 1. 
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B. Analysis of the Performance Impact of Fine-

Tuned Machine Learning Model for Phishing URL 

Detection 

The results [13] conclusively demonstrate that 

tuned classification algorithms outperform existing 

classification algorithms in terms of accuracy. The 

researchers' investigations reveal that data balancing 

leads to a minor improvement in performance. In hyper-

parameter tuning, the experimental results indicate that 

Support Vector Machine (SVM), K-Nearest Neighbors 

(KNN), and Gradient Boosting (GB) algorithms achieve 

higher accuracy when applied to Dataset-1. For Dataset-

2, SVM, KNN, GB, and Decision Tree (DT) show 

significant improvements. Regarding feature selection, 

the results highlight the minimum number of features 

required to achieve a higher accuracy margin, which can 

guide future research in selecting the best scoring 

function with an optimal number of features. For 

Dataset-2, Gradient Boosting (GB) and Extreme 

Gradient Boosting (XGB) achieve accuracy values of 

98.27% and 98.21%, respectively [13]. Detailed 

evaluation results are provided in Table 1. 

 

C. Comparative Evaluation of Machine Learning 

Algorithms for Phishing Site Detection 

 

The present research [14] evaluates the 

effectiveness of eight Machine Learning (ML) and Deep 

Learning (DL) algorithms—Support Vector Machine 

(SVM), K-Nearest Neighbors (KNN), Random Forest 

(RF), Decision Tree (DT), Extreme Gradient Boosting 

(XGBoost), Logistic Regression (LR), Convolutional 

Neural Network (CNN), and a DL model—in 

identifying phishing attacks. This study utilizes two 

real-world datasets, Mendeley and UCI, and employs 

performance metrics such as accuracy, precision, recall, 

false positive rate (FPR), and F1-score. The study 

demonstrates consistent model performance across both 

datasets, highlighting the stability and reliability of the 

proposed approach [14]. Detailed evaluation results are 

provided in Table 1. 

 

Table 1 shows the results of a study of different 

Machine Learning Algorithms for Phishing Detection 

using the following legend: 

 

A represents the Evaluation results in the study [12]. 

B represents the Dataset1 of Evaluation results in the 

study [13]. 

C represents the Dataset2 of Evaluation results in the 

study [13]. 

D represents the Evaluation results in the study [14]. 

X represents the algorithm that was not used for study 

of other researchers. 

 

 

 

Table 1 - Summary Evaluation Results of Related Literature 

Studies 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

D. Performance Analysis and Comparison of Machine 

and Deep Learning Algorithms for IoT Data 

Classification 

In this study [15], they conducted a thorough 

performance analysis of 11 Machine and Deep Learning 

algorithms using six different IoT-related datasets. One 

of the key findings of the study was that the performance 

of Machine Learning Algorithms varied significantly 

depending on the dataset used. For instance, Random 

Forests (RF) performed exceptionally well on most 

datasets, achieving high accuracy and precision.  

 

The use of multiple datasets also allows for a 

more nuanced understanding of algorithm performance. 

In the study, the authors evaluated algorithms based on 

various metrics, including precision, recall, F1-score, 

accuracy, and ROC-AUC score. By using multiple 

datasets, they were able to provide a more detailed 

comparison of the algorithms, showing that no single 

algorithm outperformed others across all datasets. This 

finding supports the idea that the choice of algorithm 

should be tailored to the specific characteristics of the 

dataset and the problem at hand [15]. 

 

E. Phishing Detection Using Machine Learning 

Techniques 

In this study [17], they highlighted that there is 

no guarantee that combining multiple classifiers in an 

ensemble always outperforms the best individual 

classifier. Their findings motivate future research to 

enhance model performance by incorporating additional 
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features into the dataset. Additionally, they propose 

exploring and developing new mechanisms to extract 

novel features from websites, ensuring the approach 

remains effective against evolving phishing techniques 

[17]. 

 

III. TECHNICAL BACKGROUND 

A. Data Collection 

1) Phishtank: This is a collaborative clearing house 

for data and information about phishing on the Internet 

[17]. This is where the Phishing URLs are collected. 

 

2) Alexa Repository: Alexa, formally known as 

Alexa Internet, Inc., is a subsidiary company of 

Amazon.com. It provides commercial web traffic data, 

global rankings, browsing behavior, and other 

information on over 30 million websites [18]. This is 

where the Legitimate URLs are collected. 

 

  3) Github: GitHub is a web-based version control 

and collaboration platform for software developers [19]. 

This is where the dataset1and dataset2 gathers to be 

compared with the researchers’ datasets. 

 

B. Programming Language used and the Imported 

Libraries 

Python. Is a high-level, general-purpose 

programming language. Its design philosophy 

emphasizes code readability with the use of significant 

indentation [20]. 

 

 

C. Process Flow of Classification Model 

Fig. 1 shows the process starts with Dataset1 or 

Dataset2, which serve as the raw data sources. Since raw 

data is often unstructured or varies in scale, it first goes 

through preprocessing, where it is normalized to ensure 

consistency. After that, the data undergoes feature 

selection and balancing to improve model performance. 

The most important features are chosen using 

SelectKBest(), ensuring that only relevant information 

is used for training. Since datasets can sometimes be 

imbalanced—meaning there are more examples of one 

class than another—SMOTE() is applied to generate 

synthetic samples and balance the data. 

 

Once the data is prepared, it is split into 70% for 

training and 30% for testing, so the model learns from 

most of the data while keeping some aside for 

evaluation. During training, 10-Fold Cross Validation is 

used to validate performance across different subsets of 

the training data, preventing the model from overfitting. 

Additionally, hyperparameters are fine-tuned to 

optimize the model's performance. After training, the 

model is tested using the 30% test data to evaluate its 

accuracy and reliability. 

 

 

 

 

 

 

 

 

Figure 1. Process Flow of the Classification Model 

for Dataset1 and Dataset2 

Fig. 2 shows, outlines the structured approach 

used to develop and evaluate a classification model. The 

process begins with a dataset, which undergoes 

preprocessing where the data is normalized to ensure 

consistency across all values. 

 

Following preprocessing, the feature selection 

step identifies the most relevant attributes that 

contribute to the model’s performance. Additionally, 

data balancing techniques, such as SMOTE (Synthetic 

Minority Over-sampling Technique), are applied to 

handle any class imbalances and improve model 

fairness. 

 

 

 

 

 

 

 

 

Figure 2. Process Flow of the Classification Model 

for Dataset3 

 

D. How the Project Worked 

This comparison of machine learning algorithms 

for Phishing Detection of Uniform Resource Locators 

gives the ranking of the most accurate and precise 

algorithm in phishing detection. 

 

1) Data Collection. First is the Data Collection. To 

train the phishing detection model, the researchers 

gathered a dataset of both phishing and legitimate 

URLs. These URLs were collected from sources like 

PhishTank, the Alexa Repository, and GitHub. The 

researcher gathered 20,000 URLs, to be exact 10,000 

URLs for phishing and 10,000 URLs for legitimate. 

 

2) Feature Extraction. Next is the Feature 

https://en.wikipedia.org/wiki/High-level_programming_language
https://en.wikipedia.org/wiki/General-purpose_programming_language
https://en.wikipedia.org/wiki/General-purpose_programming_language
https://en.wikipedia.org/wiki/Code_readability
https://en.wikipedia.org/wiki/Significant_indentation
https://en.wikipedia.org/wiki/Significant_indentation


International Research Journal on Information and Communications Technology (IRJICT) Volume 4, Issue 1, 2025 

ISSN 2960-3773 

 

  4 

 
 

Extraction. Once the dataset was collected, the next step 

was to analyze the URLs by extracting features that help 

differentiate phishing sites from legitimate ones. This 

was done using Python, which processed each URL to 

identify key characteristics. Here is the process on how 

the Researchers gets the Feature Extracted datasets: 

 

 

Data Preprocessing and Model Training 

And then next is Data Preprocessing and Model 

Training. After the feature extraction, the datasets were 

preprocessed to prepare it for training. This involved 

removing non-relevant columns like raw URLs, 

normalizing numerical values using StandardScaler to 

improve model performance, and also handling 

imbalance data using SMOTE (Synthetic Minority 

Over-sampling Technique) to ensure fair model 

training.   

 

Train the five (models) the Decision Tree, 

XGBoost, Random Forest, Support Vector Machine, 

Naïve Bayes and the Hybrid Model of Naïve Bayes and 

Decision Tree. For the Hybrid Model here is the 

researchers do it: 

 

Trains Naïve Bayes and Decision Tree models 

separately. Uses majority voting for prediction: If both 

models agree, their prediction is used. If they disagree, 

Decision Tree's prediction is used. 

 

  Model Evaluation 

And then lastly is the Model Evaluation. Once 

the models were trained, they were evaluated based on 

their ability to accurately classify phishing and 

legitimate URLs. 

 

  Metrics to Compare Model Performance 

The researchers used the following metrics to In 

Fig. 3 shows the Accuracy Score it is the percentage of 

correct predictions. In Fig. 4 shows, Precision Score 

measures how many URLs classified as phishing are 

actually phishing. In Fig. 5 shows, Recall Score 

measures how many actual phishing URLs were 

correctly detected. And in Fig. 6 shows, F1-Score is a 

balance between precision and recall. 

 

 

Figure 3.  Accuracy 

 

Figure 4.  Precision 

 

Figure 5.  Recall 

 

Figure 6.  F1-Score 

 

IV. RESULTS AND DISCUSSION 

Finally, the results were compared and visualized 

using heatmaps and performance charts to determine 

which algorithm performed best in detecting phishing 

URLs. Plots confusion matrices for all models. Plots 

model performance comparison. Plots model training 

and prediction times. Then convert the results into Data 

Frame and sort it based on accuracy. 

 

Compilation of Results 

In Table 3 shows how well different machine 

learning models performed in detecting phishing 

websites using three datasets: Dataset1 from 2019, 

Dataset2 from 2024, and Dataset3 collected by 

researchers. The results clearly show that the quality 

and freshness of the dataset have a big impact on 

accuracy. Since Dataset1 is from 2019, it has older 

phishing patterns that are not as strong, making it 

harder for the models to detect phishing sites 

accurately. This is why the accuracy and recall scores 

for Dataset1 are lower compared to the newer datasets. 

In contrast, Dataset2, which is from 2024, has more 

updated features, allowing all models to achieve 100% 

accuracy. The same goes for Dataset3, which was 

carefully collected by researchers, ensuring it includes 

strong phishing indicators that help the models perform 

well. 

 

Among the models tested, XGBoost and SVM 

stand out as the top performers, achieving high 

accuracy even when dealing with the older Dataset1. 

However, SVM struggles a bit with recall, meaning it 

might miss some phishing sites. Decision Tree and 

Random Forest also performed well, especially on the 

newer datasets, but they had some minor drops in 

accuracy for Dataset1. Naïve Bayes, on the other hand, 

had the lowest recall and F1-score on Dataset1, which 

means it had trouble correctly identifying phishing 

websites from older data. 

Looking at efficiency, Naïve Bayes and Decision 

Tree trained and made predictions the fastest, making 

them good choices for situations where speed is 

important. Meanwhile, XGBoost and Random Forest 

took longer to train but delivered excellent accuracy. 

SVM had the slowest prediction time on Dataset1, 
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possibly because it struggled with older phishing 

patterns. 

 

Table 3 - Dataset1, Dataset2 And Dataset3 In 70-30 Train-Test 

Splits 

 
 

Table 3 shows the result of Dataset1, Dataset2 

and Dataset3 in 70-30 Train-Test Splits using the 

following legend: 

D1 represents Dataset1 

D2 represents Dataset2 

D3 represents Dataset3 

XGB stands for XGBoost 

SVM stands for Support Vector Machine 

DT stands for Decision Tree 

RF stands for Random Forest 

NB stands for Naïve Bayes 

 

In Table 4 it shows the performance of different 

machine learning models across various train-test splits, 

ranging from an even 50-50 split to a more training-

heavy 90-10 split. The results indicate that the amount 

of training data has an impact on model performance, 

but some algorithms are more affected than others. 

 

XGBoost and Support Vector Machine (SVM) 

achieved perfect accuracy, precision, recall, and F1-

score across all train-test splits, showing that these 

models are highly reliable regardless of the dataset size 

used for training. Decision Tree and Random Forest also 

performed exceptionally well, with only minor 

differences in accuracy. Their scores remained 

consistent across all splits, proving their robustness in 

detecting phishing URLs. However, there were slight 

fluctuations in recall values, particularly in lower 

training ratios. 

 

Naïve Bayes had the lowest overall scores among 

the models, though its accuracy remained high, ranging 

from 98.5% to 98.8%. Unlike other models, Naïve 

Bayes showed small dips in recall, meaning it might 

struggle slightly with correctly identifying some 

phishing URLs when less training data is available. 

However, its precision remained strong, suggesting it is 

still reliable when it does classify a site as phishing. 

 

Table 4 - All Train-Test Split Of Algorithm Models 

Performance 

 

Table 4 shows all the results of Train-Test Split 

of Algorithm Models Performance Matrix using the 

following legend: 

A represents 50%-50% Train-Test Splits 

B represents 60%-40% Train-Test Splits 

C represents 70%-30% Train-Test Splits 

D represents 80%-20% Train-Test Splits 

E represents 90%-10% Train-Test Splits 

XGB stands for XGBoost 

SVM stands for Support Vector Machine 

DT stands for Decision Tree 

RF stands for Random Forest 

NB stands for Naïve Bayes 

 

In Table 5 it provides insights into the training 

and prediction times of different machine learning 

models across various train-test splits. Training time 

refers to how long a model takes to learn from the data, 

while prediction time indicates how fast it classifies a 

new URL. 

 

Naïve Bayes had the shortest training and prediction 

times, making it the most efficient model in terms of 

speed. Its training time was nearly negligible, especially 

in higher train-test splits, and its prediction time was 

also the lowest. This makes it a great option for 

scenarios where quick classification is needed. 

 

Support Vector Machine (SVM) had moderate 

training and prediction times. Its training time varied 

slightly across splits but remained reasonable. However, 

its prediction time was slightly higher than Naïve Bayes, 

meaning it takes a bit longer to classify URLs, but the 

difference is not significant. 

 

Random Forest showed fluctuations in training 

time, with higher values in some train-test splits. It had 

one of the longest training times in the 80-20 split, 

indicating that it requires more resources to train when 

more data is available. Its prediction time, however, 

remained relatively low, making it efficient once 

trained. 

 

XGBoost required more training time than some 

other models but was still reasonable. Despite taking 

longer to train, its prediction time remained low, making 

it an excellent trade-off between performance and 

efficiency. 

Decision Tree had varying training times, with some 

splits taking longer to train than others. However, its 

prediction time was quite low, similar to Naïve Bayes. 
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This means that while it may take some time to prepare, 

it classifies URLs quickly once trained. 

 

Table 5 - All Train-Test Splits of Algorithms Models 

Training And Predicition Time 

 

Table 5 shows all the results of Train-Test Splits 

of Algorithm Models Training and Prediction Time 

using the following legend: 

A represents 50%-50% Train-Test Splits 

B represents 60%-40% Train-Test Splits 

C represents 70%-30% Train-Test Splits 

D represents 80%-20% Train-Test Splits 

E represents 90%-10% Train-Test Splits 

 

In Table 6 it shows how different hybrid models 

performed across various train-test splits. The hybrid 

models combine Naïve Bayes with other algorithms like 

Decision Tree, XGBoost, Random Forest, and Support 

Vector Machine (SVM). The results reveal that all 

hybrid models performed consistently well across all 

train-test splits, with only slight variations in accuracy, 

precision, recall, and F1-score. 

 

The Naïve Bayes + Decision Tree (NB+DT) 

model had the highest accuracy, maintaining a steady 

99.4% across all splits. It also showed strong precision, 

recall, and F1-score values, making it a solid choice. The 

Naïve Bayes + XGBoost (NB+XGB), Naïve Bayes + 

Random Forest (NB+RF), and Naïve Bayes + SVM 

(NB+SVM) models all had identical accuracy and 

precision values, staying at 98.8% in every case. Their 

recall and F1-score were also very similar, with slight 

variations but no significant drops. 

 

These hybrid models demonstrated excellent 

performance, with NB+DT slightly outperforming the 

rest. This suggests that combining Naïve Bayes with 

Decision Tree may offer a slight advantage. However, 

the other combinations, such as NB+XGB, NB+RF, and 

NB+SVM, still provide strong and reliable results. The 

consistency across different train-test splits indicates 

that these models are stable and effective for phishing 

detection, regardless of the data distribution. 

 

Table 6 - All Train-Test Split of Hybrid Models 

Performance Matrix 

  

Table 6 shows all the results of the Train-Test 

Split of Hybrid Models Performance Matrix using the 

following legend: 

A represents 50%-50% Train-Test Splits 

B represents 60%-40% Train-Test Splits 

C represents 70%-30% Train-Test Splits 

D represents 80%-20% Train-Test Splits 

E represents 90%-10% Train-Test Splits 

NB+DT stands for Hybrid Model Naïve Bayes + 

Decision Tree 

NB+XGB stands for Hybrid Model Naïve Bayes + 

XGBoost 

NB+RF stands for Hybrid Model Naïve Bayes + 

Random Forest 

NB+SVM stands for Hybrid Model Naïve Bayes + 

Support Vector Machine 

 

In Table 7 it shows how long it takes for different 

hybrid models to train and make predictions across 

various train-test splits. The models combine Naïve 

Bayes with Decision Tree, XGBoost, Random Forest, 

and Support Vector Machine (SVM). Training time 

refers to how long the model takes to learn from the data, 

while prediction time is the time it takes to classify new 

data. 

 

Among the models, Naïve Bayes + Decision Tree 

(NB+DT) had the fastest training time, with values 

ranging from 0.0117 to 0.0214 seconds. It also had one 

of the quickest prediction times, making it a good option 

for real-time applications. On the other hand, Naïve 

Bayes + XGBoost (NB+XGB) took slightly longer to 

train, ranging from 0.188 to 0.2825 seconds, but it's 

prediction time remained low, ensuring fast 

classification. Naïve Bayes + Random Forest (NB+RF) 

had the highest training time, reaching up to 0.4336 

seconds, which could be due to the complexity of the 

Random Forest model. However, its prediction time was 

still competitive. Lastly, Naïve Bayes + SVM 

(NB+SVM) showed a balanced training and prediction 

time, though it was slightly higher than NB+DT. 
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Table VI - All Train-Test Splits Of Hybrid Models 

Training And Prediction Time 

 

Table 7 shows all the results of Train-Test Splits of 

Hybrid Models Training and Prediction Time using the 

following legend: 

A represents 50%-50% Train-Test Splits 

B represents 60%-40% Train-Test Splits 

C represents 70%-30% Train-Test Splits 

D represents 80%-20% Train-Test Splits 

E represents 90%-10% Train-Test Splits 

NB+DT stands for Hybrid Model Naïve Bayes + 

Decision Tree 

NB+XGB stands for Hybrid Model Naïve Bayes + 

XGBoost 

NB+RF stands for Hybrid Model Naïve Bayes + 

Random Forest 

NB+SVM stands for Hybrid Model Naïve Bayes + 

Support Vector Machine 

 

V. SUMMARY, CONCLUSIONS, AND 

RECOMMENDATION 

 

 

CONCLUSION 

The phishing URL detection system developed in 

this study was designed to identify and classify phishing 

and legitimate websites with high accuracy and 

efficiency. The system was evaluated by comparing its 

predictions with actual phishing and legitimate URLs 

and analyzing its performance using standard Machine 

Learning Metrics. 

 

To achieve its objectives, the system first 

collected datasets from publicly available sources such 

as the Phishtank archive, Alexa Repository, and GitHub 

Repository. These datasets were cleaned and 

preprocessed before being used to train and test different 

machine learning models. Five machine learning 

algorithms—XGBoost, Support Vector Machine 

(SVM), Naïve Bayes (NB), Random Forest (RF), and 

Decision Tree (DT)—were compared based on 

accuracy, precision, recall, and F1-score. The results 

showed that XGBoost and SVM achieved perfect 

classification accuracy, while Random Forest, Decision 

Tree, and the Hybrid NB+DT model also performed 

well with only slight variations in efficiency. 

 

A key part of this study was combining Naïve 

Bayes with other Machine Learning Algorithms to form 

a hybrid model. The results indicated that the Hybrid 

Model of Naïve Bayes + Decision Tree approach 

maintained high accuracy while balancing 

computational efficiency and prediction time. 

Additionally, different train-test splits (50-50, 60-40, 

70-30, 80-20, and 90-10) were examined to understand 

their effect on model performance. It was observed that 

increasing the training data improved accuracy, with the 

best results occurring at 80-20 and 90-10 splits. 

 

The overall performance evaluation 

demonstrated that the system is highly functional, 

reliable, efficient, and user-friendly. These findings 

confirm that the system meets essential cybersecurity 

and machine learning standards for phishing detection. 

The Hybrid NB+DT model has proven to be a strong and 

viable approach for accurately classifying URLs while 

maintaining computational efficiency, making it a 

valuable tool for improving online security. 

 

RECOMMENDATIONS 

Based on the findings of this study, the following 

recommendations are proposed: 

1. The choice of a model should be guided by the 

specific needs of the application. If accuracy is the top 

priority, XGBoost and SVM are the best choices. If 

efficiency is preferred, Decision Tree and Hybrid 

NB+DT offer a good balance. Meanwhile, Naïve Bayes 

is the best option when speed is the main concern. 

2. Combining multiple algorithms is not always 

necessary for achieving high accuracy in phishing 

detection. Some models are already robust enough on 

their own. However, experimenting with model 

combinations remains a worthwhile exploration for 

further improvement. 

3. For train-test splits, the 70%-30% or 80%-20% 

is recommended, as it ensures a well-balanced dataset 

for training and evaluation. Additionally, when 

acquiring datasets, it is best to prioritize newer ones, as 

they contain clearer and more relevant phishing features 

compared to older datasets. This will enhance the 

model’s ability to detect modern phishing threats more 

effectively. 

4. Future studies should explore the effect of 

feature selection techniques to optimize model 

efficiency further. 
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